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Relation With Other Modules
6 DAY Al Hall o) gall ae A8Dlall

Prerequisite module

Semester 1

Co-requisites module

None

Semester

Module Aims, Learning Outcomes and Indicative Contents
Ll Y iy sinall g alaill il g Al Hall salall Calaal

1. To develop problem solving skills and understanding of Data
security concepts and how this important for computer security.
) 2. To understand the importance cryptography and cybersecurity.
Module Aims
A, 5Ll Calaal concepts.
3. This course deals with the basic concept of cryptography
algorithms.
4. This is the basic subject for cryptographic technique and cyber
security methods.
A- Knowledge and Understanding
1: Qualifying students to explore the importance of computer
security tand its applications
2: Qualifying students to deal with the cryptography algorithm's
) (encryption and decryption) processes .
Module Learning 3: Qualifying students to solve security issues of some encryption
Outcomes methods.
B- Subject-specific skills

Al all alall alasl) s 3

1: Give the means to students for linking encryption algorithms .
2: Enable students to understand the mathematical theories of advanced
cryptographic methods

Indicative Contents

1: Clarify some computer security concepts.
2: Clarify the importance information security and cyber security.

Hal3 LY il gl
Learning and Teaching Strategies
palatl) g alatl] Cilaass) i
Type something like: The main strategy that will be adopted in delivering
Strategies this module is to encourage students’ participation in the exercises, while at

the same time refining and expanding their critical thinking skills. This will
be achieved through classes, interactive tutorials and by considering type of
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simple experiments involving some sampling activities that are interesting
to the students.

Student Workload (SWL)
Gl il 5l Jaal

Structured SWL (h/sem) 44 Structured SWL (h/w) 29
Joadll DA lUall alaiiall sl all Jaal Lo sal calldall aliiall sl 5all Jaall '
Unstructured SWL (h/sem) 56 Unstructured SWL (h/w)
Jeal) DA QL Jaiiall p asl 5l Jes) Lo sanad allall alaiial) e ol all Jaal 3.7
Total SWL (h/sem) 100
Juaill V& llall IS ) 5l sl
Module Evaluation
R&u{)&h 3aldl) ?ﬁﬁﬁ
Ti N Rel tL i
ime/Nu |y ight (Marks) | WeekDue | rcicvantlearning
mber Outcome
Quizzes 2 5% (5) 5,10 LO # A&B
Formative Assignments 2 10% (10) 2,12 LO # A&B
assessment | Projects / Lab. 0 0 Continuous
Report 1 5% (5) 13 LO # A&B
Summative | Midterm Exam 2 hr 10% (10) 7 LO # A&B
assessment | Final Exam 2hr 70% (70) 16 All
Total assessment 100% (100 Marks)
Delivery Plan (Weekly Syllabus)
Lﬁ)m‘ (= s GL@_LJ\
Material Covered
Week 1 Introduction to Data security, Requirements for computer protection.
Week 2 Security mechanisms ,Authentication,Chain of Authority,Access control,Permissions-based access control.
Week 3 Understanding hacking( Vectors that hackers exploit
Week 4 | Direct intrusion, Dial —up,Hacking techniques.
Week 5 Firewall (Definition,concepts and conditions)
Week 6 | The components of cryptographic system ,Encryption algorithms.
Week 7 Traditional ciphers( transposition algorithms ), colummener , fixed prioed.
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Week 8 Traditional ciphers( subsistuation algorithms), keyword , additive J

Week 9 Traditional ciphers( subsistuation algorithms), multiplication , affine).

Week 10 | Tragitional ciphers( subsistuation algorithms), vigener , buefort methods)

Week 11 Homophonic substitution cipher( Beal cipher, High Order Homophonic algorithms),

WeeKk 12 | polygram ciphers (playfair method , hill cipher method).

Week 13 | Cyber security definitions, The Importance of cyber security, the elements of cyber security

Week 14 | Types of Cyber Threats.

Week 15 | Challenges of Cyber Security

Week 16 | Final Exam

Delivery Plan (Weekly Lab. Syllabus)

D8Rl e gl el
Material Covered
Week 1
Week 2
Week 3
Week 4
Week 5
Week 6
Week 7
Learning and Teaching Resources
u.u_.g).ﬁ.“j ?S:.ﬂ‘ J.JLLAA
Text Available in the
€ Library?
Cryptography and Network Security, principles and practice,
Required Texts Global Edition — Eighth Edition, William Stallings, 2023. Yes
Recommended No
Texts
Websites
APPENDIX:
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GRADING SCHEME

Group Grade 3l | Marks (%) | Definition

A - Excellent Dbl 90 - 100 Outstanding Performance

B - Very Good [SENREEN 80 -89 Above average with some errors
Success Group C - Good s 70-79 Sound work with notable errors
(50 - 100) : A :

D - Satisfactory Jas gia 60 - 69 Fair but with major shortcomings

E - Sufficient Jsa 50 - 59 Work meets minimum criteria
Fail Group FX — Fail D& J e | (45-49) More work required but credit awarded
(0-49) F — Fail wly | (0-44) Considerable amount of work required
Note:

NB Decimal places above or below 0.5 will be rounded to the higher or lower full mark (for example a mark of 54.5
will be rounded to 55, whereas a mark of 54.4 will be rounded to 54. The University has a policy NOT to condone
"near-pass fails" so the only adjustment to marks awarded by the original marker(s) will be the automatic rounding
outlined above.
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